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INTRODUCTION

An FTP (File Transfer Protocol) server is a software used to transfer files between two entities. An
entity can be a PC, an H80 datalogger or a Diris Digiware gateway, etc...

Generally speaking, an FTP server installed on a computer allows files to be downloaded, read,
modified or deleted remotely by a user via the Internet or a local network.

Nowadays, the FTP server is mainly used for uploading, editing or saving data.

CONCERNED PRODUCTS

A file upload to an FTP server can be done with the following products:
» Diris A-40 (Webview-S)

Diris Digiware M/D-50 (Web-config)

Diris Digiware M/D-70 (Webview-M)

Datalogger H80 (Webview-L)

YV V V

FTP SERVER CONFIGURATION WITH WEBVIEW-L

Step 1: Log in to the Webview-L in "admin" or "cybersecurity" mode and go to the "Protocols”
menu in the settings

== \JEBVIEW-L V2.9 &2

n \RIEBVIEW !

Diagnosis

Database

—d

Security

Step 2: Go to the "Data Push" tab
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== \VEBVIEW-L V2.9 &

Data Push

Identification ° Server
Site Name SCOMEC2_t
e o

= VVEBVIEW-LV2.9 g

Data Push

Identification ° Server

Server Name WebView-L-Demo.

Step 4: Choose "FTP" as the server type and fill in the parameters of the FTP server (IP address,
user name, password and port). You must also specify the path of the destination directory, the
transfer mode (active or passive) and the file format (EMS or custom CSV)
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Server ° °
— Server Settings

Server ﬂ FTP >
Destination Folder n TastVLG

Upload Log Files [ @)
FTP Server

Address n 172.23.50.73

Port u 21

User Name n ftpuserl

Password u I

Secure Communication >
Transfer Mode ﬂ Passive B
File Format ﬂ Custom C5V B
Data Compression >»
+ Custom Format Definition

Then click on validate at the top right. You can perform a connection test before validation.

Step 5: Return to the "Settings" menu and go to the "Devices" menu

] sl == VJEBVIEW-L V2.9 &

Customise

\QVEBVIEW-L

Power & Energy Monitoring

Diagnosis

Step 6: Click on the "Planning” tab
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= VVEBVIEW-L V2.9

2023/03/07 03:45:2

(=]
Measurement Load Curves
Aggregation Type Aggregation Type Aggregation Type Aggregation Type

Step 7: On the planning page, you can set up the sending process. It is important to know that
with Webview-L it is possible to send 5 types of files:

An index file, i.e. the consumptions (EA+, EA-, ER+, ER- and ES)

A measurement file, i.e. the measure from the products (average value)

An alarm file, i.e. the history of alarms recorded by the products

A load curve file, i.e. the load curves parameterized in the products

A status file, i.e. the history of the status of your products (communication)

YV VY VY

It is possible to send one file per product or a file grouping all the products. You can also set the
time interval between each sending

To edit these settings, simply click on the "edit settings" icon

2l = VWEBVIEW-L v2.9 &

\\\\\\\
Aggregation Type
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After having set the parameters of the sending, you just have to validate by clicking on
"Save" (icon with the floppy disk)

Step 8: Go to the “models” menu and check that the file sending regarding the models
associated to the loads for which the export is programmed is activated.

=X it = VJEBVIEW-L V2.9 &

- HEE : DEHEEER

Devi )
SOCOMEC2_bis 2003/03/07 09:53:24

Template Definition

E)(e) @
RCM 00h 0Sm 00s No Yes B °
Metrology 00h 05m 005 Yes Yes &)+ @
Insulati 0oh 05m 00 N v B)(e) @
Load Curve 01h 00m 00s ¥ Ve B o
Qual ach 10m 005 No Ye &))@
stor ooh 02m 00 N ¥ b 3 &)+ @
Metralc 00h 01m 00 N P 3 )+ @

Note: The EMS format is widely used in supervision software and facilitates data handling.
Below is an example:
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) B 5 5] E F G H 1 ] K| L 2]
1 Duoen Type TimeZore Dataion  TransfertCpcle [sec] Polilg Tine Version Sieeld  Gatessen 10
2 Measurs  EurcpedParis uTc 120 WA 1Test FRLEFETD
2
4 Indeckay Fay Tupe Hame Fluid U=z Cosf Urit Prath Dezvice o Izt Cieald Dievics barme
5 1 Torst| FRL A3 06k 20830 eTst 4000 e te-353 T baed ¥ 2R S00310 ANA P Tal Elec Cuis 1w ! [0 P e L R E s = P L
& 1 Tesl FRLAF1I 0 A cb 23832 #5a 3 400F 00 1e- 253 T AsTed 300 AL 0000310 Ak, THON Elec Qui= 1% t Gl ai2-e Ge3-40ci- 0 e=3000T0 a0 000005 1356
T 2 Te=l|FALAFTI TR cb 23552 #5e5-0kF 30 1e- 255 bThAa5ed 3 1ANAEI00AD Ak, OTe Elec Duis Twar ! EcioZfaiZ-e 5e3-40ch- B -0 Tl a5a0 1 EOOOT IFE
B 3 Tel|FALAFTI T B ok 23832 #2e-100F -0 1e- 2T LT AeSed A 0 AN F00N30 Ak, 3 Tal. Elec Dui= e t BdoZfaiz-e Ged-40ci-Ar ke-FobTodetedd 0 ol iFEE
a A Te=lFRLAFTITTE cb 23550 #5540 F -3 Te- 25 3 bTEAeCed 3 0 AN TIDOO0ND Al w1 Elec Dui= ™ ! Efocfai2-e 5e3-40ch- Ao - 00 Tl a0ad 0 Toom 13:E
] 5 Tesl|FFL AFTS TG b Z850 s U T35 BTG 3 2100 10000 AR n Elec Ol 14 ' Eek=Zai2-n 583-4c - ir e TEEb T Sl Z WM IEE
m B Tl FALAFTI TR b 2850 a5 d0cF A T35 § BT HASSed 30 AN S TO0000 Ahia, THDWI Elec Dufs: 1% ! B T2 Sa3-40ch Ar e=T550 T a5add 0 Toom IF_E
L
13 Incks Ky Dals Wale  Dudiig
il 4 208 BTERS 2288 8z
1 3 20 E-ETER DS 395 AEH
16 T AT RS 827 82
17 B AT RS 188 182
1 220 TR0 28 192
L] 5 0T R0 133 192
0 0 200 BT E 2000 a7 182
o 4 2011 03T E200 Zany 192
= 3 20T 2000 385 182
] 1 201 12-03TE20:00 44.06 192
4 B 20T E20-00 k] 192
=5 2 200 E2D -2 192
% 8 202020 127 192
il 0 20412 03T %20 L3 182
26 d Z01E-12-03T 6:20.02 £R.96 132
e ——

The .csv file is separated in 2 parts:

- A "hat" part gathering the information specific to each exported variable. This variable is identified
with a unique "Key" in column B.

- A part gathering the time-stamped measurement data.
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FTP SERVER CONFIGURATION WITH WEBVIEW-
M/WEB-CONFIG

Step 1: Connect to Webview-M/Web-Config in "Admin" or "Cybersecurity" mode and go to the
Protocols menu in the settings

== \VEBVIEW-M V2.10 &

u R EENIEV

Diagnosis

f

£nuEniage

= WEBVIEW-M V2.10 &

2023/03/07 10:36:12

Data Push
Identification e Server e
Server Settings
Site Name s0co_SITE
Server Name 685£99 Sorver Nons

= WEBVIEW-M V2.10 &

2023/03/07 10:36:12

Data Push

Identification e

Site Name soc0_SITE
Server Name 685£99 Server None
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Step 4: Choose "FTP" as the server type and fill in the parameters of the FTP server (IP address,
user name, password and port). You must also specify the path of the destination directory. There
is a difference here with the Webview-L, you can indeed choose the type of file (CSV, EMS or
custom CSV)

Server 00

Server Settings

FTP

o

Server

Destination Folder TestVLG

Upload Log Files

FTP Server

Address webview-firm.soc-grp.ne'

Port 21

User Name vlg

Password

Secure Communication

File Format

User-Friendly CSV $

Test Connectivity

Then click on validate at the top right. You can perform a connection test before validation.

Step 5: Return to the "Settings" menu and go to the "Equipment" menu

=* \WEBVIEW-M V2.10 &

\Q'EBVIEW-M

Power & Energy Monitoring

Customise

Diagnosis
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Step 6: Click on the "Planning” tab

X 0 = \WEBVIEW-M V2.10 &

- HEEEE =2

Ce s000_SITE 2023/03/07 10:41:00

Measurement Load Curves

Step 7: on the planning page, you can set the parameters for sending. It is important to know
that with Webview-L it is possible to send 3 types of files:

» Anindex file, i.e. the consumptions (EA+, EA-, ER+, ER- and ES)

» A measurement file, i.e. the measure from the products (average value)

» Aload curve file, i.e. the load curves parameterized in the products

In this case, you can only have one file per product.
To edit these parameters, just click on the icon "edit parameters”.

X 20 = \WEBVIEW-M V2.10 &

- EEEE

Be s000_SITE 2023/03/07 10:41:00

Measurement
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= VWEBVIEW-M V2.10 &

2023/03/07 10:42:37

After having set the parameters, you just have to validate by clicking on "Save" (icon with the
floppy disk)

FTP SERVER CONFIGURATION WITH WEBVIEW-S

Step 1: Open the Easy Config System configuration software and connect via USB or Ethernet
to the Diris A-40. Then click on the FTP menu

~S0COMecC EASY CONFIGL:SYSTEM 3.0

ORGANISATION - FTP

Devices by Gateway - H Description
FTP

A40 - B4AF60 FIP Client Program

CONFIGURATION

File Sender

Step 2: In the FTP menu, activate "FTP" and fill in the parameters of the FTP server (IP address,
user name, password and port). You must also specify the path of the destination directory. There
is a difference here with the Webview-L, you can choose the type of file (CSV or EMS). Click then
on « program » to save your settings
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~S0COMecC EASY CONFIGC:SYSTEM 3.0 c g English (UK)

*
= DEVICE CONFIGURATION

ORGANISATION - FTP

s by Gateway peseriaten
Read
FTP

A40 - BAAFE0 FTP Cliant Program

JSER
CONFIGURATION -

nabi

= Emails (SMTP) File Sendar

Step 3: Click on the “FTP password” menu to enter the password for connecting to the FTP

server and click on “apply”

~S0CoOMecC EASYCONFIGC:SYSTEM 3.0

ORGANISATION

A40 - BAAF60

CONFIGURATION

~  FTP sende,

Step 4: Connect to the Webview-S web server and go to the settings in the “FTP” menu,
“Planning” tab
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WEBVIEW-S red

2600872021 16:13:12 ®

Step 5: on the planning page, you can set up the sending. It is important to know that with
Webview-S it is possible to send 3 types of files:

» Anindex file, i.e. the consumptions (EA+, EA-, ER+, ER- and ES)

» A measurement file, i.e. the data that is products measured (average value)

» Aload curve file, i.e. the load curves parameterized in the products

After setting the parameters for sending, simply validate by clicking on "Save" (icon with the
diskette) and then confirm the modification

WEBVIEW-S Fej

®

26082021 161312
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WEBVIEW-S

Load Curves Index

Minutes

FTPS SERVER CONFIGURATION WITH WEBVIEW-
M/WEB-CONFIG

Step 1: Connect to Webview-M or Web-Config in “cybersecurity” mode. Then go to the
“Protocols” menu in the settings
i 0= \VEBVIEW-M v2.10 &

Customise

2 \Q'EBVIEW-M

Power & Energy Monitoring

Diagnosis

U

Security

Step 2: Go to the “send data” tile
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== WEBVIEW-M V2.10 &

2023/03/07 10:36:12

Site Name soca_SITE

Server Name 685£99 Server None

Step 3: Click on the “modify” icon in the “server” box

= WEBVIEW-M V2.10 &

2023/03/07 10:36:12

Site Name soca_SITE

Server Name 685£99 Sorver None

Step 4: Choose "FTP" as the type of server, enter the FTPS server connection parameters (IP
address or hostname, user name, password and port) and activate secure communication to
switch to FTPS mode. It is also necessary to specify the path of the destination directory as well
as the transfer mode (active or passive) and the file format (CSV, adapted EMS or custom CSV)

Server 00

Server Settings

Server ﬂ FTP s

Destination Folder u TestVLG

Upload Log Files [ @]
FTP Server

Address n webview-firm.soc-grp.ne’

Port u 21

User Name n vlg

Password n ......

Secure Communication [ @]

File Format ﬂ User-Friendly CSV *
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Then click on “validate” at the top right. You can perform a connection test before validation.

Step 5: Return to the main page and click on the "Cyber security" menu. It is in this menu that
we will integrate the authentification certificate for communication in FTPS.

- =* WEBVIEW-M V2.10 &&

Customise

2 \'EBVIEW-M

Power & Energy Monitoring

Diagnosis

Security

Step 6: Click on the “CAs(FTPS/SMTPS)” tile and click on “Browse” to choose the certificate to
integrate.

Note : The authentication certificate is generated by the IT department. It must be in .pem format

= VVEBVIEW-M V2.10 &

= X
v BES

Cyber Security

2023/03/07 14:34:15

CAs (FTPS/SMTPS)

Add a new certificate  None m

P ™ NS NN
webview-firm.soc-grp.net webview-firm soc-grp.net 2023/05/19 16:09:54 DIC
AlphaSSL CA - SHA256 - G2 GlobalSign Root CA 2024/02/20 11:00:00 L0
Baltimore CyberTrust Root Baltimare CyberTrust Root 2025/05/13 00:59:00 |
GlobalSign Root CA GlobalSign Root CA 2028/01/28 13:0000 Il
1SRG Root X1 1SRG Root X1 2035/06/04 12:04:38 <+
COMODO RSA Certification Autharity COMODO RSA Certification Autharity 2038/01/19 00:59:59 |
1SRG Root X2 1SRG Root X2 2040/09/17 17:0000 |

Once the certificate is integrated, the Diris Digiware D or M gateway will restart.
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= VWEBVIEW-M v2.8 &

CAs (FTPS/SMTPS)

Déliveé & Délivré par Expiration | dions |

DST Root CA X3 DSTRoot CA X3 2021/09/30 150115 *
Globalsign GlobalSign 2021/12/15 09.00:00 *
AlphsSSL CA - SHA256 - G2 Globalsign Root CA 2024/02/20 11:00:00 *
Baltimare CyberTrust Root Balimore CyberTrustRoot 2025/05/13 00:55:00 *
GlobalSign Raot CA Globalsign Root CA 2028/01/28 13:00:00 *
COMODO RSA Centfication Authorlty COMODO RSA Centfication Authorty 2038/01/19 00:58:59 *

1% 0 s

Note bis: The name of the integrated certificate must be the same as that configured for the
address of the FTPS server

= VWEBVIEW-M vV2.10 &

2023/03/07 14:34:15

AlphaSsL CA - SHA: GlobalSign P
Baltimare CyberTru Baltimare CyberTrust Root 1
GlobalSign Root CA GlobalSign Root CA 2028/01/2 4
1SRG Root X 2035/06/04 12:04:38 &
con Certification Authority 2038/01/19 O @

1SRG Root X2 2040/09/17 17:00:00 @
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Server 00

Server Settings

FTP

A

Server

Secure Communication

(=]
Destination Folder u TestVLG
Upload Log Files [ @]
FTP Server
Address webview-firm.soc-grp.ne’
Port u 21
User Name n vig
Password veneae
[=]

File Format User-Friendly CSV 2

Test Connectivity

Step 7: Refer to step 7 and 8 of the chapter “ Configuring the FTP server with webview-
M/Web-Config ” to plan the sending tasks.
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